
Building a Minimal Viable Digital 
Identity (MVDI) from Digital 

Traces
A Narrative Review

Dr Carl Adams - Mobi Publishing
Dr Yuchen Zhao - University of York

Dr Heather Shaw - Lancaster University
Dr Andrew M’manga - Bournemouth University

Dr Anita Khadka – Northeastern University London



Research Question and Aim

Can we build trustworthy DIs from minimal digital traces?

Aim
To identify minimum viable 
digital data that can be used to 
build a digital identity (DI) that 
considers 
• Trust
• Privacy
• Security 
As fundamental principles

Use case
People without state issued 
documents
• Migrants 
• Refugees



Digital footprint data associated with different 
groups of individuals 

• Characteristics assessed 
in biometric ID system 
must be universal

• Should also be accessible 
and available to 
marginalised groups

• E.g., identity is 
assessed on what an 
individual possesses 
then this should be 
available to those 
most marginalised in 
society.

Potential inequalities

• Email addresses

• Social media profiles

• Online accounts across 

various platforms

• Community-based 

identification

• Biometrics (predominant)

Alternatives digital data Usage limitations 

• Accounts existing across 

various platforms

• Data ownership

• Data sharing

• Validity



Building a MVDI complex;
Ethical, acceptability, and adoption issues

• Diversity

• People with no data to people 
with lots of (digital) data

• Paradoxes 
• e.g. privacy vs safety  

• Verifiable which digital traces relate 
to the same individual?

• Gaming (false information to achieve 
their own goals)

• Temporal elements

One can look at the data informing Digital IDs as 
having use-by dates and usefulness dates

• Needs, priorities, and context evolves over 
time

• Relevant wider stakeholder groups evolve   

• Societal and ethical considerations change 

• Motivations and priorities change

• Context  - current geopolitical and societal 
priorities

Importance of context in DIs

for migrants



Focusing on minimal digital footprints to form a 
digital ID

• Reviewing exiting initiatives aimed at harnessing the 
benefits of DI to improve service provision.

• Existing implementations are predominantly 
biometric.

• UNHCR: worked with refugees from 12 countries 
about core digital services they require.

• Estonia: developed a digital system for  public 
services, banking, voting, etc (photo finger).

• India: Aadhaar accessing public services, food 
rations, opening a bank account, registering etc 
(photo finger, iris).

• Produce a taxonomy for digital traces that will inform 
the requirements for a MVDI and associated 
affordances.

Existing implementations Digital traces taxonomy



Future scanning of novel and emerging 
technologies

Future

Digital traces mainly 
generated through 
Web-based services 

• Social networking
• Search engines
• Online shopping 
• Streaming

Standard Approach Present Adaptations

Proliferation of smart 
devices has introduced 
new approaches to 
capturing digital traces

• Smart homes
• Smart cities

Choosing digital 
footprints & combining 
effectively from large 
number of emerging 
options
• Football vibration digit 

footprint
• Wi-Fi signal reflection
• Joint motion
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Thank You

Any Questions?
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